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Cyber Risk: Prevention &
Coverage Protection
DISCLAIMER
The material presented in this presentation is not intended to provide legal or
other expert advice as to any of the subjects mentioned, but rather is
presented for general risk management information only. You should consult
knowledgeable legal counsel or other knowledgeable experts as to any legal
or technical questions you may have.

Objectives
• What is Cyber Risk and Data
Breach?
• Regulatory Enforcement
•
•
•
•

Types of Losses and Trends
Types of Insurance Coverage
Risk Management
Breach Response

Cyber Risk
• Loss from electronic exposure that has an
adverse impact on your school
• Consider where / how you
are conducting business:
– Over the internet?
– Over other networks?
– Using electronic storage?
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Cyber Risk Causes
• Loss of data
• Loss of systems
• Cyber crimes
• Liability due to
electronic media

Data Breach
Release of information to an unauthorized
individual or entity that relates to a person, and that
may cause inconvenience or harm (financial or
reputational) to:
– Students
– Employees
– Business Partners
– Donors

Data Breach
• Can include:
– Names
– SSN
– Drivers License
– Usernames & Passwords
– Family-member
information, etc.

• Information can be acquired through
paper, electronic, or oral format
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Who is at risk of a Cyber / Data Breach?
Any school holding:
• Sensitive student
information
• Sensitive employee
information
• Confidential third-party
information
• Financial payment
information

REGULATORY
ENFORCEMENT

Regulatory Landscape in Washington
• Data Breach Law RCW 19.255.010 Applies
to:
– Any person or business that conducts business
in [Washington] and that owns or licenses data
that includes personal information

• Amended law is effective March 1, 2020
• Breach Definition:
– A “breach of the security of the system” is the
“unauthorized acquisition of data that
compromises the security, confidentiality, or
integrity of personal information maintained by
the person or business.”
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Definition of Data
•

•

Any individual’s first name, or first initial and last name, in combination with any one
or more of the following:
– Social Security Number
– Driver’s License Number / Washington Identification Card Number
– Account number, debit, or credit card number, in combination with any required
security code, access code, or password that would permit access
Additions to the definition effective March 1, 2020:
– Full date of birth
– Private key that is unique to an individual and that is used to authenticate or sign
an electronic record
– Student, military or passport identification number
– Health insurance policy number or health insurance identification number
– Any information about a consumer’s medical history or mental or physical
condition or about a health care professional’s medical diagnosis or treatment of
the consumer
– Biometric data generated by automatic measurements of an individual’s
biological characteristics such as a fingerprint, voiceprint, eye retinas, irises or
other unique biological patterns or characteristics that is used to identify a
specific individual

Washington Notice Requirements
Notification must be made:
• in the most expedient time possible
• without unreasonable delay
• no more than 30 calendar days after the breach
was discovered
– unless at the request of law enforcement as
provided in [§19.255.010(3)], or due to any
measures necessary to determine the scope
of the breach and restore the reasonable
integrity of the data system

Washington Notice Requirements
Notice must include:
• List of the types of personal
information that are
reasonably believed to have
been the subject of the breach
• Timeframe of exposure,
including the date of the
breach and the date of the
discovery of the breach
• Summary of the steps taken
to contain the breach

4

10/16/19

Washington Notice Requirements (cont’d)
• Written, Electronic, or Substitute notice (if total
cost of notice would exceed $250,000)
– Substitute notice: email, posting on the web,
notification of statewide media requirements
regarding format, information in notice, etc.

• Notice to Attorney General if more than 500
people affected or if estimate of exact number is
unknown

TYPES OF LOSSES AND
TRENDS

Types of Cyber Crimes
• Hacking
– A criminal breaks into a system to
steal information
• Phishing
– An email tricks recipient into clicking a malicious link
or downloading an attachment
• Cyber Extortion/Ransomware
– A network is held for ransom by a hacker or malicious
software
• Social Engineering
– An outsider tricks an insider to transfer money or gain
access to a network
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How is stolen information used?

Cyber Claims Examples
• Email convinces
business
manager to
transfer funds
• Phishing email
exposes student
records

Cyber Claims Examples
• Hackers gain unauthorized
access to schools network
• HR attached incorrect file
in an email to job
applicants that contained
sensitive information of
current employees
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Trends
Most Common Cyber Attacks – 2019:
•
•
•
•
•

Password phishing attacks
Spear phishing/spoofing
Ransomware
Social media threats
Advanced persistent threats

Alarming Cyber Security Statistics
•
•
•
•

It takes half a year to detect a data breach.
43% of all cyber attacks are aimed at small businesses.
91% of attacks launch with a phishing email.
A business falls victim to a ransomware attack every 14
seconds.
• 38% of malicious attachments are masked as one
Microsoft Office type of file or another.
• Cyber criminals managed to exploit the credit cards of
48% of Americans back in 2016.
• The global cost of online crime is expected to reach $6
trillion by 2021.
» Source: TechJury.net

TYPES OF INSURANCE
COVERAGE
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Cyber Risk Insurance
Ever-changing exposure = newly designed
coverages
•
•
•
•
•
•
•
•

Cyber Liability
Privacy Liability
Information Security
Data Compromise or Breach
Network Security Liability
Media Liability
Technology E&O
…and more!

Common Coverage Types
• Cyber and Privacy Liability =
– Third party costs
– Covers your liability for a data breach in
which your clients' personal information,
such as Social Security or credit card
numbers, are exposed or stolen

Common Coverage Types
Data Breach/Compromise =
• First party costs
• Pays for your expenses after breach
related to client notification costs, credit
monitoring, investigation, and public
relations costs
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Additional Coverage
– Named Malware
– Unencrypted Data
Transmitted Electronically
– Forensic IT Review
– Legal Review
– PR Services
– Regulatory Fines & Penalties
– PCI Fines & Penalties

RISK MANAGEMENT

Risk Prevention
• Ensure regular
software updates
• Encrypt sensitive
data
• Back up data
• Individual logins &
passwords
• Adopt a BYOD
policy
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Risk Prevention
• “Wipe” the hard drive when
disposing of old equipment
• Data Retention/Destruction
Policy
• Don’t use automatic login
features
• Update operating
systems/software when
updates are available

Risk Prevention
• Educate all users
• Inspect/analyze web traffic
• Test organization to find weak
spots
• Reward good behavior (“catch of
the day” spot phishing emails)
• Avoid posting personal info publicly
on social media

Safely Navigating Email or Websites
• Never click on unfamiliar links
• Never reply to unsolicited or
suspicious emails
• Red Flags:
– Inconsistencies in the sender's email
address, font, or structure
– Generic salutation or poor grammar
– Warns of dire consequences
– Attachments you were not expecting

• When in doubt, contact your IT
representative
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Third-Party Vendors
Outsourcing operations ≠ outsourcing liability
Outsourcing
IT Operations

Outsourcing
Liability

Third-Party Vendors
What to ask your potential vendor?
q Do they offer any warranties / protections if they are
negligent?
q Do they understand your technology needs and
infrastructure?
q Can they meet your technical requirements?
q Good reputation?
q Do they include training and support?
q What is typical response time for emergencies (i.e. data
breach)?
q Do their clients retain full ownership rights to any property
stored with vendor? Rights and responsibilities?
q Request proof of E&O Insurance
q Review contract hold harmless/indemnification language

BREACH RESPONSE
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What happens after a breach?

Contact
Your
Insurance
Broker

Provider will
be Notified

Data Breach
“Coach”
Assigned to
you
(Attorney or
Forensic IT
Specialists)

Coach
Determines
Legal
Obligations
& Next
Steps

PR Firm or
IT
Investigator
Assigned
(as needed)

Summary – Top 10 Tips to Reduce Your Cyber Risk:
1. Train employees & students in security procedures & practice them
2. Protect information by having the latest security software, web
browser, & operating system
3. Provide firewall security for your Internet connection
4. Create a mobile device action plan
5. Make backup copies of important business data & information
6. Control physical access to your computers & create user accounts
for each employee & students
7. Secure your Wi-Fi networks
8. Employ best practices on payment cards
9. Limit employee & student access to data & information; limit
authority to install software
10.Require employees to use passwords and change passwords
frequently

QUESTIONS?
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